SSI PIV Quick Step Guide

Access Secure Sign-In (SSI) Using a PIV Card

Step 1: On the main SSI login page, click the PIV Login link.

Please note: You will no longer be able to log into SSI using a user name and
password. After clicking PIV Login, you will be redirected to the main Access
Management System (AMS) login page to authenticate using your PIV card.
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Welcome to

Secure Sign-In

SSI Users - General Message

When changing your
password, 551 users will now
be required to include at
least one special characterin
their password. The anly the
special characters # or Sor _
can be used. All other

requirements for password
still apply.

Central and Regional Office
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SS5I Users - Urgent Message

551 will be unavailable from Friday,
December 16, at 8 p.m. EST until
Monday, December 19th, at 8 a.m. EST.
551, OLDC and GATES will be updated
with new capabilities and fixes to
existing problems. You do not need to
do anything to get the latest OLDC
release except log off on Friday. OLDC
Version 4.2.0 will be there for you the
next time you log on. Please be sure to
log off of 851 by 8 p.m. EST on Friday
night. OLDC and GATES users should
exit by the same time.

Sign-in to My Account

User Name

Passwor

Forgot L ogin Info?

PIV Login

Login Help

PIV Login

Step 2:

From the main AMS login page, click the Login button in the HHS PIV

Card area located on the far left of your screen.

AMS

| Access Management

HHS PIV Card

Insert your PIV card in
your smart card reader
befare you try to login.

Click here

Login Methods to AMS

Unsure which login method applies to you?

OPDIV Network
Credentials

Applies to: ACF. AHRQ, ADA, CDC/ATSDR,
CMS, HRSA, IHS, NIH, OIG, OS, PSC,
SAMHSA
Select OPDIV:

oo/ M

Metwork Username

Simplifving access fo the ,

AMS Credentials

AMS Username:

AMS Password:

AMS First Time User?
Forgot AMS Username?

Metwork Password:

Forgot AMS Password?

Please note: You must use the HHS PIV Card login to access your SSI
applications. You will not be able to access your SSI applications using your
AMS login credentials.
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Step 3:  Click the Agree button on the Government Warning screen.

SFWARNING = WARNINGTWARNING™
OF PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement officials any petential evidence
artment of Health and Human Services computer systems. Unautherized access or use of this computer system
rs to criminal, civil, and/or administrative action. UNAUTHORIZED ACCESS. To this United States Government
software is prohibited by Title 18 United States Code, Section 1030, fraud and related activity in connection with
R USAGE. The standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do not
rnment property, including computers, for other than autherized purposes. SENSITIVE INFORMATION. Reminder,
formation (e.g, information conceming an individual) in electronic files in a way that allows unauthorized persons
tion. RETEMTION OF RECORDS. Reminder, documents that you create electronically, including electronic mail,
the Federal Records Act (Title 44 United States Code 3314) just as hard-copy records can be. Do not destroy
c records that are subject to the Act except pursuant to an approved records disposition schedule.
SFWARNING“WARNINGTWARNING™

Step 4. If prompted, select a digital certificate and then click the OK button.

Choose a digital certificate

Identification

The website wou want ta view requests identification.
! Please choose a certificate.

Marne Issuer
Sivakumar Fangasariy HH5-55P-CA-B7
Sivakumar Fangasany HHS-55P-CA-B7

Shervonne B. Randall {Affiliate) HHS-55P-CA-E7
shervonne B, Randall {affiliate) HH3-35P-CA-E7

| >

|

[ More Info. ., ] [View Certificate...]

m cancel |

To view the certificate information, click the View Certificate button.
Click OK to exit.

General | petals | Certification Path

3
Certificate Information
B identification, |
This certificate is intended for the following purpose(s):

«Proves your identity to a remote computer e
+2.16.540.1.101,3.2,1.3.13 ser

«Smart Card Logon (5-55F-CABT
*2.5.29.37.0 (5-55P-CA-B7

Issued to: Shervonne B, Randall (Affiiate)
-
Issued by: HHS-55P-CA-B7 Y View Certificate. .

valid from 11/15/2011 to 11/15/2012 j

% Vou havs a private key that correspands b this certificats.

|f-Help Portal

learn more abot
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Step 5:  Enter your PIV PIN and then click OK. You will be redirected to the SSI
Login page where you may launch SSI applications.

ActivClient Login

Actividentity
ActivClient

Please enter your PIN. /

PIN kbt "

oK | Zancel |

Step 6:  Launch an SSI application such as GATES, OLDC, or ERS.

Personal Information Please choose Application then press the Application Button.
Customer Support Screen System alerts and announcements are displayed below the
Register Application Application Launch table.

Log Off Select Application
Privacy
Accessibility [ s |
Hel[EAQ

Alerts & Announcements

5SSl Users - General Message

Helpful Hints

Now that you are an active SSI PIV user, you will no longer be able to access SSI
applications using a username and password. You must use the PIV login button to
access SSl applications. You will receive the error message below if you attempt to login
using a username and password.

Mex=s=age from webpage

9 The system recognizes that you slresdy have a walid PIV card. &1 P card holders must authenticste via the AMS system to use S5
\f/ and its applicstions (OLDC, GATES, ARTMSE, ERS, etc.). Press OK button to transfer to that system nowe.

If you receive the error message, complete the following steps to enable your AMS
account. Afterwards, exit your Internet browser. Return to the main SSI login page to
start the PIV login process.
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Wie HHS

IDENTITY & ACCESS MANAGEMENT AT HEALTH & HUMAN SERVICES

Authentication failed due to one of the
following reasons:

= Accountis Locked .
- EETE Click here to enable
Disabled/Suspendediinactive your AMS account

Note: if you believe you have not accessed
i se click here to

Return to Login page

H H SgOV Improving the health, safety and v

@ HHS AMS | Access Manq

IDENTITY & ACCESS MANA NT AT HEALTH & HUMAN SERVICES

Enable your AMS Profile wnat does this meanz

Step 1 of 3: Confirm your profile

Please enter search parameters below so that we can try to retrieve your profile if it exists.

LastName | |* Enter required fields.
Be sure to enter DOB in

o ‘_____,__—-——-—-‘
Date of Birth | MM/DDYYYY correct format

Last Four 23N |:|“’ Don't have this information?

HHED [ | (optional) Whatis this?

NV

IDENTITY & ACCESS MANAGEMENT AT HEALTH & HUMAN SERVICES
Logged in SHERVOMNMNE RANDALL

‘ Home ‘ Link Applications ‘ My AMS Profile ‘

Welcome, SHERVONNE RANDALL.
VWarning: Your AMS password has expired. Change Password is available from the My AMS Profile tab.

Do not see the application you wish to acces‘//
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